
Module 18 Assignment Questions 
 

Total = 127 marks 
 

 

Topic 18.1 - Introduction to PLCs (30 marks) 

Q1 Name the three parts of a P&ID symbol     (3 marks) 

Type your answer here 

Assessor Feedback 

        

Q2 Briefly describe four functions of a PLC (in other words; what it does/can do).  

                                                                                         (4 marks) 

Type your answer here 

Assessor Feedback 

 

Q3 List five differences between PLCs and PACs.     (5 marks) 

Type your answer here 

Assessor Feedback 

 

Q4 What is a SoftPLC? Use your own words.       

              (2 marks) 

Don’t use the words “feature-rich”, please. 

Type your answer here 

Assessor Feedback 

 
Q5 Name four PLC program languages, and briefly describe each one.   

           (4 marks) 

Type your answer here 

Assessor Feedback 

 

Q6 Describe the following regarding the logic ‘AND’ function: (a) what it is, (b) how it is 

implemented with PLC ladder logic, and (c) how it is implemented physically with relay logic. 

You may snag hand-drawn sketches and paste them below.     

           (5 marks) 

      

Type your answer here 

Assessor Feedback 

 



Topic-18.2  Attributes of SCADA & DCS systems (20 marks) 

Q7 Answer the following for HMI: (a) what can it, and (b) how it can communicate with 

other devices.          (3 marks) 

Type your answer here 

Assessor Feedback 

 

Q8 Briefly discuss the architecture of a typical SCADA system. 

           (2 marks) 

Type your answer here 

Assessor Feedback 

 

Q9 Explain how (a) data acquisition and (b) control functions are carried out in a DCS. 

           (4 marks) 

Type your answer here 

Assessor Feedback 

 

Q10 Describe four differences between SCADA & DCS systems.  (4 marks) 

Type your answer here 

Assessor Feedback 

 

 

Topic-18.3 Basics of Industrial Data Communication systems (76 marks) 

Q11 What are the layers of the OSI model and at which layer of the OSI model is a path 

(routing) decision made, based upon an IP address?    (4 marks) 

Type your answer here 

Assessor Feedback 

 

 

Q12 What is the main function of Data Link Layer?    (2 marks) 

Type your answer here 

Assessor Feedback 

 

 

Q13 Describe the typical voltages used in an RS-232 system, and which voltage represents 

which typical digital value (i.e. a logical 1 or a logical 0) for the data lines. (4 marks) 

Type your answer here 

Assessor Feedback 

 

Q14 Describe four differences between RS-232 & RS-485. 

           (4 marks) 

Type your answer here 

Assessor Feedback 

 

 



Q15 Please answer the following questions 

a) What is an Ethernet? 

b) To which OSI layer(s) do(es) Ethernet belong?  

c) What are the most common data rates for Ethernet? 

d) What is the IEEE standard for Ethernet? 

           (4 marks) 

Type your answer here 

 

 

Assessor Feedback 

 

 

Q16 Explain how/why modern Ethernet systems are no longer collision-based.  

           (2 marks) 

Type your answer here 

Assessor Feedback 

 

 

Q17 What are the four layers of the TCP/IP model?     (4 marks) 

Type your answer here 

Assessor Feedback 

 

 

Q18 What is the purpose of the Host-Host layer in the TCP/IP protocol suite?  

           (1 mark) 

Type your answer here 

Assessor Feedback 

 

 

Q19 Name three benefits of using DeviceNet Technology.   (3 marks) 

Type your answer here 

Assessor Feedback 

 

 

Q20 Outline four differences between ProfiBus DP & ProfiBus PA.  (4 marks) 

Type your answer here 

Assessor Feedback 

 

 

Q21 What is the difference between IEEE 802.11 and IEEE 802.15.4? (2 marks) 

Type your answer here 

Assessor Feedback 

 



Q22 What are the advantages of IEEE 802.15.4?    (2 marks) 

Type your answer here 

Assessor Feedback 

 

 

Q23  Discuss the concept of a layered approach in industrial network security  

           (4 marks) 

Type your answer here 

Assessor Feedback 

 

Q24 The following terms are often used in industrial network security.  

 Briefly describe each one:                  (3 marks) 

 

(a) Authentication 

(b) Encryption 

(c) Firewalls      

Type your answer here 

Assessor Feedback 

 

Q25 What is OPC?  

           (1 mark) 

Type your answer here 

Assessor Feedback 

 

Q26 What is the relationship between OPC Client & OPC Server?  (2 marks) 

Type your answer here 

Assessor Feedback 

 

 

Topic-18.4 The operation of Process control systems (24 marks) 

Q27 What is the purpose of a  P&ID and how do the symbols and diagrams assist in process 

control?          (2 marks) 

Type your answer here 

Assessor Feedback 

 



Q28 An example of P&ID shown below. Please identify the items numbered 1 to 12 

          (6 marks) 

 
 

1  

2  

3  

4  

5  

6  

7  

8  

9  

10  

11  

12  

 

Q29 What is Cascade Control? Explain some of the Advantages of Cascade Control. 

           (2 marks) 

Type your answer here 

Assessor Feedback 

 

 

Q30 Draw a very simple diagram of a cascade control system, indicating the nature of each 

controller (master / slave, etc.). Note: Draw by hand, do not copy from a textbook. 

           (5 marks) 

Type your answer here 

Assessor Feedback 

 



Q31 Explain what the D part of PID control does, and exactly how it is implemented. 

           (2 marks) 

Type your answer here 

Assessor Feedback 

 

 

Topic-18.5 The Concept and Implementation of Business systems (50 marks) 

Q32 What is a Manufacturing Execution System? Explain why a manufacturer would 

implement such a system?         (5 marks) 

Type your answer here 

Assessor Feedback 

 

 

Q33 Name four functional areas in which MES might operate?  

           (4 marks) 

Type your answer here 

Assessor Feedback 

 

 

Q34 Describe the S88 batch language.      (3 marks) 

Type your answer here 

Assessor Feedback 

 

 

Q35 Describe the scope of ISA-88      (3 marks) 

Type your answer here 

Assessor Feedback 

 

 

Q36 Identify and describe at least four concepts in System integration that we think lead to 

great designs.          (4 marks) 

Type your answer here 

Assessor Feedback 

 

 

Q37 Describe four major differences between ISA-88 & ISA-95?  (4 marks) 

Type your answer here 

Assessor Feedback 

 

 



Q38 Briefly describe the parts of ISA-95. 

           (3 marks) 

Type your answer here 

Assessor Feedback 

 

Q39 Briefly describe  the function and application of  MOM.   (2 marks) 

Type your answer here 

Assessor Feedback 

 

 

 

 


