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MS&E 193/293 Fall 2015  
Policy Paper 
Assigned: October 26, 2015  
First Draft Due: Friday, November 6, 3:30pm 
 
Instructions: 

1. The policy paper is one hypothetical policy question worth 40% of your final grade in the course.   
2. The paper must not be longer than 5 pages.  Use 1.5 spacing, Times New Roman 12 pt font, and 

1-inch margins.  References can be added as a 6th page.  Decision tree, any tables, and figures for 
sensitivity analysis can be presented in an appendix – use reasonable length. Include a cover 
page with your name, course number (MS&E 193 or MS&E 293), a first draft or final draft 
designation, and date of submission. Please number the subsequent pages. 

3. For your quantitative analysis, you may use any decision-making software you wish, but you 
must copy your tree diagram into the same document as policy paper. It should be 
formatted to be readable and clean.  No software other than a simple spreadsheet program is 
required.  The Course Assistants will help you with Excel, but we cannot provide support for the 
wide range of software platforms that can do this type of analysis. 

5. Please cite your sources in your paper using numbers in brackets (e.g. “Nuclear fusion is a 
nuclear reaction in which two or more atomic nuclei join to form a new type of atomic nucleus 
[1].”) or use Word Footnotes and choose Endnotes to compile at the end. Use Arabic not Roman 
numerals. The reference section should use a formal standard.  

 
Due date and submission process: 
 
First Draft 

1. The first draft of your policy paper is due on Friday, November 6 at 3:30pm. It is your 
responsibility to submit your assignment correctly and on time. The grade for your first draft is 
worth 20% of your total policy paper grade (the final draft is worth 80% of your total policy 
paper grade). 

2. The homework must be submitted on Coursework in your Drop Box in Word Document format 
(Do not submit PDF versions).  Please do not check the box to notify the instructors when you 
upload to your Drop Box. If you have submission problems, email Marshall Kuypers at 
mkuypers@stanford.edu. No paper submissions will be accepted.  

3. Name the file “[Last name/family name]_[First name/birth name]_Assignment_2” e.g. 
“Kuypers_Marshall_Assignment_2”. 

4. The policy paper will be returned to you on Wednesday, November 18 with feedback.   
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Honor code: 

 

 
Problem Introduction: 
 
Background:  
 
During the last few months of 2015, in response to the summer’s surprise devaluation of the yuan on 
August 11 and the August 24 meltdown of the Shanghai Composite Index, efforts to bolster the Chinese 
economy to reach Beijing’s goal of 7% annual growth for 2015 resulted in limited success while the 
Chinese market continued to fluctuate. Annual GDP growth leveled out at 6.2% after Beijing stimulated 

Penalty Amount Late 

-5% Same day but after the 3:30 pm deadline 

-10% 1 day late (Saturday) 

-30% 2 days late (Sunday) 

-50% 3 days late (Monday) 

-80% 4 days late (Tuesday) 

 No submissions will be accepted after Sunday 
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the Chinese market by cutting reserve requirements at banks, but the sharp slowdown in China’s 
industrial activity and Beijing’s attempts to micromanage the yuan’s value had shaken the confidence of 
global markets in the Chinese economic powerhouse. Chinese domestic concern grew regarding the 
economic slowdown, and the PRC government responded with highly publicized arrests of high-ranking 
Chinese officials on the basis of corruption and by instituting more stringent censorship policies on 
Chinese social media outlets like Sina Weibo and the WeChat instant messaging app popular throughout 
China. While domestic unemployment rates remained relatively stable in most of the country, industrial 
zones in the western provinces of China experienced a harsher economic blow, resulting in mass layoffs. 
The United States is increasingly occupied with fighting the Islamic State in the Middle East and 
managing mounting tensions in Ukraine and Syria with the Russian Federation, whose emphasis on its 
remilitarization program and anti-American sentiment increased with the crash of the ruble and the 
Russian economy.  
 
The Problem: 
 
On January 22, 2016, violence erupted in the capital city Urumqi of the western Chinese province of 
Xinjiang between members of the Uighur ethnic minority group and police, initiating a wave of harsh 
crackdowns across the province. Tensions between the Uighur community and the majority Han Chinese 
ethnic group, which now accounts for 40% of the population in the region, have escalated on various 
occasions in the past, but protests and separatist activities were quickly and decisively suppressed by 
Beijing. The demonstrations in Urumqi began on January 20 as a result of the mass layoffs in the Urumqi 
Industrial Zone, fueling resentment among Uighurs who claim that Han Chinese citizens receive 
preference for the best jobs amid increasing Uighur unemployment during the economic slowdown of 
recent months. Fearing a repeat of the large-scale rioting that occurred in Urumqi in 2009, Beijing 
authorized the People’s Armed Police to crackdown on the demonstrations on January 22, resulting in an 
estimated 350 Uighur fatalities and nearly 1000 wounded over the following three days. In response to the 
crackdown, riots sparked across Xinjiang Province in the following week, leading to violent clashes 
between the Uighur ethnic minority and the Han Chinese majority and the People’s Armed Police. Videos 
of the violence, leaked on the Internet, were quickly taken down by the Chinese government, but Beijing 
could not prevent international media outlets from widely publicizing them. The videos sparked an 
international outcry against Beijing. In a public address, United States President Barack Obama 
condemned Chinese police excessive use of force and urged Beijing to exercise restraint in addressing its 
domestic unrest.  
 
Google Earth Outreach, which in the past has partnered with various NGOs to use Google’s mapping 
tools to document violence in conflict areas and improve operations, launched the Uighur Illumination 
Project with the Uighur Human Rights Project to document the violent crackdown with satellite imagery 
and multimedia in Google Earth. Beijing decried the project as a violation of Chinese privacy and 
sovereignty.  
 
The date today is February 14, 2016. Google Mail (Gmail) has suffered a massive data breach: hundreds 
of thousands of Gmail accounts have been hacked and personal IDs and data have been publically 
released by an unknown source under the moniker, “Valentine Army.” The attack has also specifically 
targeted the accounts of journalists and activists, particularly those of Chinese descent with connections to 
the Xinjiang region, and some Chinese heritage activists are reporting threats made against their families 
still in China. As a result of today’s “Valentine’s Day Attack,” the value of Google stocks plummets and 
U.S. markets take major hits.   
 
The U.S. Intelligence Community (IC) and National Security Agency (NSA) have been monitoring cyber 
threats against government infrastructure and U.S. companies that are key pillars of the U.S. economy, 
and both have reported an increase in cyber attacks originating in China in recent years. This latest 
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development comes shortly after China is suspected of compromising the Office of Personnel 
Management, which resulted in the personal data of an estimated 21.5 million federal employees being 
compromised and after the joint statement of cooperation on cyber security was issued at the Sept. 24-25 
State Visit of President Xi Jinping to Washington.  
 
President Obama convenes an emergency meeting of the National Security Council with Google 
leadership, Larry Page and Eric Schmidt, accompanied by representatives from the Google security team. 
The Google representatives report that their team has successfully attributed the cyber attack with high 
confidence to a subnational hacker organization in China. This information is supported by reports from 
the IC and NSA. The IC also reports that this hacker organization is backed by the Chinese government 
and that the attack was likely state-sanctioned against Google in response to the Google Earth Outreach 
project documenting the riots in Xinjiang over the past weeks. Defense Secretary Ashton Carter presents 
two options (Options A and B), and Secretary of State John Kerry presents one option (Option C).  
 
Option A: Carter’s first option involves tasking the NSA to covertly disrupt the operations of several 
state-sponsored Chinese hacking groups. The NSA will use a zero-day (0-day) exploit to gain access to 
the groups’ core infrastructures and will launch attacks resulting in data loss, information leakage, and 
some hardware damage. The NSA assesses that it will take the groups at least one year to regain their 
current capabilities, given this setback. There are several risks with Carter’s plan, however. First, the 
attack may spill onto the public Internet and could create collateral damage to third parties, including 
civilians, private companies (including multinational companies), and Internet service providers. Carter 
believes that there is a 20% chance that the attack will spill onto the public Internet. Carter is also unsure 
if the Chinese will reverse engineer the zero-day attack used to gain access to US systems. Carter believes 
that there is a 75% chance the Chinese will reverse engineer the zero-day, and a 25% chance that they will 
not. Finally, Carter believes that if there is spillage and the zero-day is reverse engineered, there is a 50% 
chance the Chinese will publically announce the zero-day, which would give many other criminals access 
to a powerful new exploit. If there is no spillage, the Chinese will not announce the zero-day, even if it is 
reverse engineered. If the Chinese do not publically announce the exploit (50% chance), then the US 
could continue using it against other targets.  
 
If the NSA attack succeeds with no spillover (no collateral damage) and the zero-day is not reverse 
engineered, the US expects benefits of $0.5B since economic progress will continue for a period of time 
without being undermined by espionage. If there is no collateral damage, but the zero-day is reverse 
engineered, the US expects -$1B due to the Chinese use of the cyber weapon. The worst case is collateral 
damage, the zero-day is reversed, and the zero-day is leaked (loss of $2B). If collateral damage occurs, 
the zero-day is reverse engineered, but the zero-day is not leaked, then the damages are only $1.1B. 
Finally, if collateral damage occurs but the zero-day is not reverse engineered, the US expects a loss of 
$0.5B.  
 
Option B: Carter is concerned that the first option is too soft, and also proposes a second, more 
aggressive option. The NSA would attempt to disable China’s Internet border routers that give China the 
ability to censor Internet usage. The routers, known as ‘The great firewall of China’ prevent Chinese 
citizens from accessing sites that the government censors. The NSA could attempt to bring free speech 
and an open Internet by disabling the filtering equipment. However, Carter believes that there is only a 
40% chance the NSA will be successful. Further, the attack on China’s core infrastructure might be seen 
as an overt act of war.  
 
The US values the outcome of disabling the firewall filtering at $2.5B because it will change the 
information landscape of China for at least one year, which the IC estimates it will take for China to 
construct an alternative. However, if the operation is not successful, the US values the outcome at -$3B 
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because of the huge risk in its actions being interpreted as an act of war and may prompt a major Chinese 
cyber counter attack.  
 
Option C: Secretary of State John Kerry presents a third, diplomatic option. The US government could 
make public much of its intelligence on Chinese hacking, including state-sponsored groups and economic 
espionage for other nations to see. After Chinese hacking is publicized, severe sanctions will be proposed 
until a series of conditions are met, which will include a binding international agreement that limits 
economic espionage and makes governments responsible for cyber groups operating domestically. Given 
that China is believed to have hacked so many other nations, Kerry believes that there is a 40% chance 
that the major economic powers will sanction China. If the sanctions are not agreed to, Kerry believes that 
there is a 30% chance that China will reduce its hacking activities after its tactics are exposed, but a 70% 
chance that they will continue hacking the US.  
 
If sanctions are agreed to, US economic interests will be damaged in the short term but will improve 
longer term due to the reduction of economic espionage. The US values the outcome where sanctions are 
agreed to at $1B. If the sanctions are not agreed to, the US’s valuation depends on whether China 
continues hacking or reduces hacking. If hacking is reduced, then the US believes the benefit will be 
$0.5B. If hacking continues, the US believes that the outcome will be -$3B as US interests continue to be 
undercut by economic espionage.  
 
See tables below for probabilities and outcomes.  
 
The Assignment: 

President Obama asks his National Cyber Security Advisor (NCSA) to analyze the three options and 
make a recommendation.  

You are a senior American cyber security analyst.  

• The NCSA asks you to prepare a five-page policy paper in which you assess the situation, 
analyze the options, present the pros and cons, and make a recommendation based on your 
quantitative and qualitative analysis.  

• The NCSA will use your policy paper to make a recommendation to President Obama.  
• The NCSA emphasizes that he wants an objective analysis, not your opinion. 
• The President is a risk-neutral decision maker and seeks to minimize the total negative economic 

impact on the U.S. economy.  
• The intelligence services have provided probabilities for the three options (Table 1).  You cannot 

question or change these. However, you must do a sensitivity analysis as indicated below.  
• You must construct a decision tree to compare the alternatives.  
• You must consider the robustness of your quantitative analysis by performing 1-dimensional 

sensitivity analysis for all uncertainty variables involved. You are also asked to graph the results 
of five of your most relevant 1-dimensional sensitivity analyses for presentation to the President.  

• You must consider qualitative factors in making your recommendation, including the unintended 
consequences of each of the alternatives. 
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Probabilities & Outcomes 
Table 1: Probabilities based on Intelligence Estimates 

Option A: Covert Disruption 

EVENT PROBABILITY 

Attack spills onto open Internet 0.20 

Chinese reverse engineer the attack 0.75 

If attack spills and Chinese reverse engineer attack, China leaks zero-
day 

0.50 

 

Option B: Firewall Attack 

EVENT PROBABILITY 

NSA disables Chinese web filtering (shuts down firewall) 0.40 

 

Option C: Sanctions 

EVENT PROBABILITY 

Sanctions agreed to 0.40 

If sanctions are not agreed to, China continues hacking 0.70 

 

Additional information on outcomes 

OUTCOME Economic Impact 
(Millions) 

Opt A: Attack causes collateral damage, zero-day reverse 
engineered, and zero-day leaked 

-$2000 

Opt A: Attack causes collateral damage, zero-day reverse 
engineered, and zero-day not leaked  

-$1100 

Opt A: Attack causes collateral damage, zero-day not reversed 
engineered  

-$500 

Opt A: No collateral damage, zero-day reverse engineered  -$1000 

Opt A: No collateral damage, zero-day not reverse engineered $500 
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Opt B: Firewall filtering disabled $2500 

Opt B: Firewall filtering not disabled -$3000 

Opt C: Sanctions agreed to $1000 

Opt C: Sanctions not agreed to, hacking reduced $500 

Opt C: Sanctions not agreed to, hacking continues  -$3000 

 
 
 
 
 
 
 
 
 
 




